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ABSTRACT 

A Mobile Ad Hoc Network (MANET) is incorporated with number of mobile nodes that are communicated 

with each other without having any predefined infrastructure.  These mobile nodes in the MANET act as routers to 

exchange the data from source to group of receivers. Since there is an increase in number of mobile users and its 

applications, the mobile nodes security plays an important role in it. Though many researchers have proposed 

numerous security measures to protect the mobile nodes and its data transmission still it is a very big research 

concern. We propose an authentication based security algorithm to overcome the malicious node behaviorism. The 

main aim of our system is to improve the confidentiality of the data to avoid any replay attacks. To avoid the spoofing 

attacks, the hash value is calculated using fast and secure hash functions. The calculated hash value and the encrypted 

data are transmitted from one node to another. The proposed system is compared with other conventional systems 

and it produced increase in packet delivery ratio by 5% (PDR), reduced in control overhead and network load by 8%. 
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1. INTRODUCTION 

A Mobile Ad hoc Network (MANET) is a self-organized, infrastructure-less network. Every mobile node in 

the MANET acts as a forwarder to forward the packets from source to destination. It is also known as topological-

less network. The nodes in the environment are not fixed at any place. MANET is popular because the 

communication is sustained even after heavy damage in the environmental disasters. The main aim of development 

and deployment of MANET is to transfer the data such as earthquake information, hurricane information etc., to a 

cluster of user(s). So, Multicasting is a necessary concept in MANET. Bountiful researchers have defined various 

security counter-measures to improve the security of the mobile nodes but still there is a loss of data due to various 

attacks. Some of the intervening nodes may act as malicious nodes, such that they tap the information and replay that 

to the destination nodes. To overcome the security attacks the primary cryptographic techniques would give hands. 

However, the characteristics of MANET bear both challenges and opportunities in achieving security goals, such as 

confidentiality, authentication, integrity, availability, access control, and nonrepudiation.  The countermeasures can 

be considered as features or functions that reduce or eliminate security vulnerabilities and attacks. According to the 

attack means (Deng, 2002; Patcha, 2003), the attacks in MANET are classified into two major categories, namely 

passive attacks and active attacks. Passive attacks are those that are launched solely by the antogonist to snoop the 

data that are exchanged in the network. These antogonist don’t disturb the operation of the network.  But the 

Identification of such attacks are very difficult since network itself is not affected and they can be reduced by using 

powerful encryption techniques.  

The connectivity of mobile nodes over a wireless link in MANET, which is multi-hop in nature strongly, 

relies on the cooperation that is ensured in between the nodes in the network. Since network layer protocols form 

connectivity from one hop neighbors to all other nodes in MANET, the assurance of cooperation from the nodes is 

required. As a consequence of attacks on network layer routing protocols, adversaries can easily disturb and absorb 

network traffic, inject themselves into the selected data transmission path between the source and the destination and 

thus control the network traffic flow. It is shown in Figure 1, a malicious node M can interfere between any of the 

intermediate nodes that are participating in the communication in the chosen path (in the figure, I to N represents the 

number of intermediate nodes) between source S and destination D.  

 
Figure.1. Malicious node Interference 

All the packets in the network traffic could be forwarded to a suboptimal path or to a non-existing path, 

which introduces significant delay and packet losses in the network. The antogonist send some mythical routing 

updates to create routing loops or to introduce severe congestion in some portions of the network thereby making 

some parts of the network inaccessible. The main effect of the presence of malicious nodes in the network is excessive 

network control traffic which intensifies the network congestion and as an outcome the performance of the network 

degrades. The principle idea behind this paper is to evaluate the security measures that have been considered till date 
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for identification of malicious nodes and preventing them in the network. Through relative works, it can be revealed 

the research works that are carried using different cryptographic techniques to enhance security and to avoid 

malicious nodes in MANET. Finally, it can be concluded with the node the precautions that can be applied to ensure 

confidentiality and integrity in the network and to upgrade the network performance. 

2. RELATED WORKS 

The main requirement to ensure security in MANET is to have a secure routing protocol which should have 

properties to detect malicious nodes, guarantee of exact route discovery process, maintaining confidential network 

topological information and to be self-stable against attacks. ARAN (Authenticated Routing for Ad Hoc Networks) 

is a security protocol based on cryptographic certificates which overcomes all types of attacks in the network layer.  

Authentication, Integrity and Nonrepudiation are major properties that are supported by both DSR (Dynamic Source 

Routing) and AODV protocols (Marti, 2000; Dokurer, 2006). SCAN (self-organized network layer security in mobile 

ad hoc networks) (Wang, 2004), focuses on delivering secure packets. In SCAN, a network is assumed with sufficient 

node density and the   nodes can overhear packets being received by a neighbor, and the packets being sent by the 

neighbor. The nodes monitor their neighbors by listening to forwarded packets. DPRAODV: Detection, Prevention 

and Reactive AODV, provides a mechanism against security threats such as black hole attack (Emmanouil Panaousis, 

2009). To overcome this attack Detection and Accusation of Packet Forwarding Misbehavior in the network provides 

a mechanism without the protocol implementation (Capkun, 2003). Packet Leashes proposes a defense mechanism 

against wormhole attacks using hash function by sharing a set of keys for authentication (Sun, 2008). MEPA method 

introduced a minimum exposed path to attacks that minimizes the impact of attacks (Song, 2005).  WAP: Wormhole 

Attack Prevention Algorithm in Mobile Ad Hoc Networks detects warm holes and isolates it within the route 

discovery phase without using any specialized hardware (Ming, 2009).   

Wormhole attacks detection in wireless ad hoc networks which is a statistical analysis approach has been 

proposed (Papadimitratos, 2003; Awerbuch, 2002). A Secure Routing Protocol against Byzantine Attacks for 

MANETs in Adverse situations provides a method to overcome byzantine attacks using public key cryptographic 

algorithm for secure multimedia communications in emergency MANETS a secure routing. SMT (Secure Data 

Transmission in MANETS), proposes a method to overcome information disclosure attack (Hu, 2002). Wadbude 

(Durgesh Wadbude, 2012) proposed an approach which uses improved security mechanisms so that it satisfies the 

main security requirement and guarantees the discovery of a correct and secure route. Rajesh Babu (2011), have 

proposed to develop an energy efficient secure authenticated routing protocol (EESARP). Poonam Yadav (2012), 

have introduced the on-demand routing protocols AODV, DSR and DYMO based on IEEE 802.11 and the 

characteristic summary of these routing protocols are presented. Feng He (2010), have proposed a unique secure 

routing protocol S-MAODV which is based on MAODV. Arun Kumar Mondal (2010), have given the analytical 

results for the probability of success of data transmission over the networks taking the probability of success or 

failure of individual paths Kalpana (2010), have addressed anonymity and trust issues for a wireless network 

containing selfish and malicious nodes.  

Burmester (2011), have analyzed provable secure route discovery algorithm which is vulnerable to a hidden 

channel attack. Himani Yadav (2011), have carried out survey on various detection techniques for black hole attacks 

in MANETs with their defects. Jiajia Liu (2011), have examined the capability of MANET to support multicast 

traffic. Stefaan Seys (2011), analyzed anonymous routing protocol for MANET.  Subash Chandra Mandhata (2011), 

have analyzed the black hole attack in MANET using AODV as its routing protocol. Saikat Chakrabarti (2011), 

proposed an efficient, single round multi signature scheme, CLFSR-M, constructed using cubic (third-order) linear 

feedback shift register (LFSR) sequences. Seshadri Ramana (2012), have determined a protocol based on securing 

the routing information from unauthorized users. Sridhar Subramanian (2012), have examined a trust based reliable 

protocol TBRAODV. Balasubramanian (2015), designed an approach which will minimizes the utility of malicious 

nodes and improve the cooperation between nodes by using the reputation system. Regular nodes are monitored 

continuously to evaluate their neighbors using belief updating systems of the Bayes rule. Gaeta (2014), proposed the 

novel SIEVE technique for the identification of malicious nodes performing a pollution attack within a MANET.  

Proposed System: Multicast routing protocol plays absolutely necessary role in designing new applications in 

MANET. According to the operations of multicast routing protocol, we need to perform the path discovery process 

before the actual data transmission. The encryption and authentication is achieved after the route is discovered. In 

our proposed system, the confidentiality is maintained using Advanced Encryption Standard algorithm (AES). For 

AES encryption, the secret key is acquired from a trusted Key Distribution Center (KDC). Every node which is 

associated in the data transmission will register to the KDC with the help of its identifiers and nonce. The time stamp 

value is included in the transmission in order to avoid the reply attack. The sequence of this transmission is shown 

in equ. (1).   

Re:

:

Source ceivers

s

Source KDC ID ID T Nonce

KDC Sorce K




           (1) 
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Based on the identifiers and nonce value received from the source, the KDC computes secret key and it is 

transmitted to the source node. After the successful registration of source node, it initiates the path discovery process 

using JOIN_QUERY and JOIN_REPLY packets. Source node floods the JOIN_QUERY packet to rest of the 

network. Once the JOIN_QUERY reaches to the destination node, it generates JOIN_REPLY packet and the same 

will be forwarded to the source node. After completion of the path discovery process, all the receivers who are 

associated with the data transmission are registered in the KDC to get the secret key for the transmission. Based on 

the received nonce value and identifier, again the secret key is generated by KDC and it is transmitted to the receiver 

node. This can be shown in equ. (2). Spoofing problem is prohibited using the above transactions. The replay attack 

is also prohibited since the time-stamp value (T) has been included.   

ReRe : || ||

Re :

ceivers

s

ceivers KDC ID T Nonce

KDC ceivers K




          (2)  

Finally the original data that is to be transmitted to the receivers is encrypted using Advanced Encryption 

Standard (AES) and it is transmitted to all the intermediate nodes via a secure channel. To provide the authentication 

mechanisms, the hash value is calculated using Secure Hash Algorithm 3 before the encryption of the data. SHA3 

uses a key size of 512 bits that can be received from KDC. Sender computes the hash function and that is appended 

to the encrypted message. Encrypted message and the hash value are transmitted to the receiver via forwarding group 

nodes (FG’s) using secure channel. If any of the intermediate nodes acts as an attacker, it cannot modify the data, 

since the data is in the form of encrypted message. All the intermediate nodes are not aware of the type of keys and 

encryption algorithms that are used in the transmission. And also the attacker has no idea about of hash function 

used, since all the keys are computed with the help of nonce value by KDC. In such a way, the confidentiality the 

message has been achieved. Once the data is received to the receivers, it decrypts the data using the key which is 

received from KDC. It computes the new hash value based on the decrypted message and it is verified with the 

received copy of hash value. If both the hash value matches, then the transmitted data is not attacked by the attackers. 

The hash value and its functions are used to achieve the authentication mechanism. 

Re : ( ) || Hash(n, N,M,H)
sKSource ceivers E M          (3) 

 
Figure.2. Block diagram for the proposed model 

The block diagram for our proposed system is shown in figure.2. 

2. RESULTS AND DISCUSSION 

Our proposed approach is simulated in Network Simulator 2. The overall aim of the simulation study is to 

analyze the performance of the proposed system under the range of various parameters shown in Table.1. A pause 

time of 0 sec represents a network with very high mobility where all the nodes move continuously.  

Table.1. Simulation Environment 

Area 1000 m * 1000 m Simulation Time 50 ms 

MAC Protocol IEEE 802.11 DCF Pause Time 0 Sec 

Wireless Channel Free Space Propagation Model Initial energy of 

the node 

1500 joules 

Number of nodes 50, 100, 150, 200, 250, 300, 350, 400, 450, 500 Transmit power 0.001W 

Traffic type Constant Bit Rate Receive power 0.001W 

Mobility Model Random way point Packet Size Default size  

(512 Bytes) 

Mobility Speed  20 ms Channel capacity 2 Mbps 

Radio range 250 m Route refresh time 5 seconds 

 

 

http://www.jchps.com/


Journal of Chemical and Pharmaceutical Sciences                                                                   ISSN: 0974-2115 

JCHPS Special Issue 9: December 2016 www.jchps.com          Page 110 

 
Figure.3. Packet Delivery Ratio 

Figure.3, compares the proposed approach with other secure multicast routing protocol. In proposed routing 

algorithm, the packets are encrypted using AES algorithm to maintain the confidentiality. So, all the packets from 

the source to destination are encrypted. Any insider node cannot get the original data without the knowledge of the 

key and its encryption algorithm. In such a way insider attack is prohibited. To overcome the outside attack, the hash 

value is calculated and it is appended to the message. If any node alters the data, the hash value is also changed. We 

use a fast and secure hash algorithm. The computation time of this algorithm is less compared to other hash 

algorithms. The proposed system achieves a high packet delivery ratio compared to all other approaches.  

 
Figure.4. Control packets transmitted 

Figure.4, shows that the number of control packet transmitted is less compared to the previous systems. Even 

though the data is encrypted and hash value is calculated for the respective message, it does not flood any additional 

information to the rest of the network. Simulation results shows that our proposed system produced a less control 

overhead over other systems. 

3. CONCLUSION 

In this work, a new method is proposed to improve the security level of mobile nodes which inculcate 

authentication and confidentiality to overcome the various security attacks that has occurred in the network layer. 

Both insider and outsider attacks are prohibited in this proposed system due to authentication and confidentiality. 

We have used the nimble and sheltered algorithms to identify the malicious nodes in MANET. It is the fastest 

algorithm and the computation time is also reduced considerably. Simulation results shows that the proposed 

approach has many advantages over other secure routing protocols in terms of less control overhead, end-to-end 

delay, high packet delivery ratio, low energy consumption and bandwidth utilization.   
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